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USE OF GOVERNMENT OFFICE EQUIPMENT INCLUDING INFORMATION TECHNOLOGY

Office equipment includes but is not limited to: personal computers and related peripheral equipment and software, library resources, telephones, facsimile machines, photocopiers, office supplies, Internet connectivity and access to internet service, and E-mail.

Generally, Federal employees may use Government office equipment for authorized official business purposes only. However, authorized "unofficial use" of equipment may be permitted on a limited basis for personal needs if the use does not interfere with official business, is of reasonable duration and frequency, serves a legitimate public interest, and involves minimal additional expense to the government.  This limited personal use of government equipment should take place during the employee's personal time whenever possible.  

”Personal time” means times when the employee is not otherwise expected to be addressing official business. For example- use of government equipment during their own off-duty hours such as before or after a workday (subject to local office hours), lunch periods, authorized breaks, weekend or holidays (if their duty station is normally available at such times). 

“Does not interfere with official business” and “Reasonable duration and frequency” means the personal use does not reduce productivity or interfere with the official duties or the official duties of others.  Examples include making occasional brief personal phone calls, infrequently sending personal E-mail messages, or limited use of the Internet for personal reasons such as checking a Thrift Savings Plan or accessing the Employee Benefits Information System (EBIS).

“Serves a legitimate public interest” includes such purposes as keeping employees at their desks rather than requiring the use of commercial systems, educating employees on the use of systems, improving morale of employees stationed for extended periods away from home, enhancing employees’ professional skills, or job-searching in response to Federal Government downsizing. 

“Minimal additional expense to the government” means that employee's personal use of government office equipment is limited to those situations where the government is already providing equipment or services and the employee's use of such equipment or services will not result in any additional expense to the government or the use will result in only normal wear and tear or the use of small amounts of electricity, ink, toner or paper.

Managers and supervisors may further restrict personal use based on the needs of the office or problems with inappropriate use in the workspace.  Organizations are encouraged to develop 

local operating instructions, or other written policy statements, regarding use of government equipment.

Employees are expected to conduct themselves professionally in the workplace and to refrain from using government equipment for activities that are inappropriate; including but not limited to:


> Use that could cause congestion, delay, or disruption of service(s)


> For activities that are illegal, inappropriate, or offensive to fellow employees or public

            > Creation, download, viewing, storage, copying, transmission of, or any other access of  
 
   sexually explicit or sexually oriented materials


> Use for commercial purposes, "for profit" and outside fund-raising activity


> Long distance telephone calls, except in an emergency or for local commuting area to

               locations that can only be reached during working hours (e.g., car repair, doctor and

               brief calls home)

Employees have no right to privacy while using any Government office equipment, including Internet or Email services.  Furthermore, use of Government office equipment, for whatever purpose, is not secure, private or anonymous.  While using government office equipment, use may be monitored or recorded.  If Government office equipment or services are involved at any point in the transmission or receipt of personal information, then this policy applies and use may be monitored.

Unauthorized or inappropriate use of Government office equipment may result in the loss or limitation of privilege.  An employee may also face administrative action ranging from counseling to removal from the Agency, as well as any criminal penalties or financial liability, depending on the severity of the misuse.
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PAGE  
2

