367th Recruiting Squadron
Information Assurance and Awareness Program (IAAP)
3rd  Quarter 2004

Test Your Knowledge


What is the correct composition of a password?


6 characters, lower case, one number


8 characters, alpha-numeric, one special character


6 characters, alpha numeric, dictionary word


8 characters, mixed case, dictionary word


See Below for Answer


Did You KnowCable Modems/DSL


Chain letter transmission is not authorized on government computers.  Chain letters are relatively easy to spot.  Usually they include statements, such as “this is not a joke,” “please pass to xxxx people,”  “share with xxxx friends to win *****,” and other similar phrases.  Though some may be motivational, inspirational, or humorous, they only serve to cripple e-mail systems.  AFI 33-119 provides guidance on e-mail management and use.You, the user, are responsible for Anti-virus operation on your computer system.  We are intercepting almost 10 viruses per week on the email servers.  Our System Administrators work hard to ensure that every system is properly configured, but it is physically and chronologically impossible for them to validate each system continuously.  You should, at a minimum,  know how to verify the ‘signature file’ version, verify automatic daily scans, and scan diskettes or hard drives manuallyWith the growing popularity of cable modems and DSL, there also comes addsed new security issues.  These two mediums give you a 24/7 connection to the Internet and as such also give hackers a 24/7 connection to find your system and hack into it over long periods of time.


Good rules to follow:


1. When not using the system turn it off.


2. Look/listen for excessive hard drive usage especially if your system should be idle. 


3. Install a personal firewall.  Firewalls block or close unused ports that hackers can enter through.  There are a number of free personal firewalls out now.  The one I am familiar with and use at home can be found at � HYPERLINK "http://www.zonelabs.com" ��www.zonelabs.com� but there are others that may better suit your needs.  Do not load these programs on your DOD systems without approval from your System Administrator and DAA!





POP-UPS - The Bain of the Internet 


By Richard McPherson 314th RSSS





The Popup Window is by far probably the most annoying problem on the web. I avoid sites that use them, and I never click on anything inside a pop window. Many pop-ups come through websites that are hosted with cheap web-hosting companies that use popup advertising to offset their low prices. Here is the rule with popup windows: 


Never click on anything inside the window. Never means never.  It could open another popup, or 100 pop-ups, or it could change your home page. Always click on the X in the corner. 


The Advanced Pop-up Window. Same rules apply, but now the website designer has made it even more annoying by hiding all the controls. You do not even have a close button in the corner. To close one of these, you must either press Control-W or Alt-F4. Alt-F4 is good to remember anyway, since it always closes the current program that is open. 


The Unexpected File Download. I argue that it is generally safe to download files or patches from companies if you get it directly from the company website. Free programs and cute screensaver type programs are not authorized on Government systems as a number of these are spy-ware, Here is the rule:


If you click on a link for a file, patch, or program, and it asks if you want to Open, Save, Install, or Run, then you should close the box in the corner unless you know what you are doing.  When in doubt, “Close”.


On the issue of downloading programs: The DOD and AF AFI’s are very specific… Only The DAA (Currently Col East) my authorize the loading of additional programs onto government systems.  This includes tool bars or Internet helpers.  Unless you’ve received approval through your System Administrator and the Commander you do not have permission to load the program on your system.Air Force Speacial Interest ItemLaptop Computer Physical Security





SAN ANTONIO (AFPN) -- To emphasize the importance of information assurance through out the Air Force, the service is embarking on a year-long information assurance awareness campaign that begins this month.��Prior to 2001, the Air Force set aside one month each year to focus on IA awareness issues and activities.  However, the rapid proliferation of network and information system utilization and the increasing threats to these systems have made it imperative that the service promotes an aggressive awareness campaign on a continual, year-round basis.��The theme of this year's campaign is "Global Vigilance, Reach and Power: Information Assurance in the 21st century."  The campaign will highlight the responsibilities of the Air Force team to implement sound information�assurance practices.��Throughout the year, a series of articles provided by the major commands and various agencies will be published to help promote information assurance awareness.  Each month will have a different theme.��As focal point for the campaign, the Air Force Communications Agency, Scott Air Force Base, Ill., is hosting the month of January and the theme is "Networthiness: Roles and Responsibilities."  The deputy chiefs of staff for Air and Space Operations and Communications and Information will use February to promote "Web Security."  Air Mobility Command hosts March with the theme "Digital Devices."��"Security is everyone's responsibility," said Lt. Gen. John L. Woodward Jr., Air Force deputy chief of staff for Communications and Information.  "We must continually remind everyone to guard, protect, defend and observe�networks and information content.  Networks are definitely maturing, and because they are part of the fight, must also be considered weapon systems.��"I encourage everyone to participate in, and contribute to, the 2001 Information Assurance Awareness campaign activities, so that we may continue to provide world-class communications and information support to the�warfighters worldwide.With advancing technology and AFRS initiatives to maximize use, laptops are an integral part of our recruiting efforts. Laptops are, however, a highly pilferable item and demand specialized attention to prevent lost or damage. Education, awareness, training, and accountability are the keys to our success. We expect everyone to fulfill your responsibilities as outlined below.


OFFICE: Secure your laptop in an accessible location when not it use. If you must leave the office unattended, secure your laptop and lock all doors and windows prior to departure. Lock the laptop in a locking cabinet or safe. Do not rely on others sharing your office; you are accountable and must protect your resources.


VEHICLE:  Keep your laptop out of site when transport-ing it in a vehicle. Place the system in the trunk or behind the drivers seat during transport. This lowers the possibili-ty of theft or robbery while reducing physical damage from excessive movement. Be aware that thieves watch for people placing items in their trunks and scan what’s left as people remove luggage, and can very easily break in and take them.


AIRPORT:  Do not leave equipment unattended or out of sight. Avoid checking a laptop as baggage, for the airline will not bear the responsibility for damage inside of luggage. Place the laptop in the x-ray machine when you have a clear path to pass through. (One strategy of thieves is for one to activate the alarm in front of you while another quickly grabs your laptop as it exits the x-ray machine; they may also try to pull it out of the x-ray machine from behind you). Awareness is paramount to safe transport through an airport.


HOTEL:  As in other situations, you should secure your laptop in an inaccessible location when not in use, such as a room safe or front desk safe. If these options are not available, take reasonable measures to secure that laptop; if necessary, keep it in your possession.


OTHER:  Accidents caused by users can prevent as much of a loss as theft. Carry the laptop firmly at all times. In case you run into someone or something, you may very easily drop it. Spills are also a major concern—never place a drink or other potentially dangerous material or liquid near a laptop. While you may find yourselves in many unique forums or situations, you must remember that your laptop is solely your responsibility. Always keep it in site and secured."�





Screen savers


IAW AFI 33-202 para 3.5.1.3,  all personal computers (PCs) and workstations must protect against casual viewing of information by using PASSWORD-PROTECTED screen savers when workstations are left unattended. The screen saver should be set to kick in after 51310 minutes (in the 319th) of in-activity.NO Did You KnowTest YourPFE Study Guides Knowledgeon Government Systems


Since it's test time I'd like to remind everybody that loading PFE/SKT software on their government computers is against Air Force regulations and is considered Group study (Even if you are the only one with access to the system) and even if you buy the software at a military site, ie: MacMillan study guide.


 


There is no gray area, AFI 36-2605, para 5.13.2 states;  "..Placing commercial study guide software on government computers is prohibited...."


 


What is the correct composition of a password?


6 characters, lower case, one number


8 characters, alpha-numeric, one special character


6 characters, alpha-numeric, dictionary word


8 characters, mixed case, dictionary wordChain letter transmission is not authorized on government computers.  Chain letters are relatively easy to spot.  Usually they include statements, such as “this is not a joke,” “please pass to xxxx people,”  “share with xxxx friends to win *****,” and other similar phrases.  Though some may be motivational, inspirational, or humorous, they only serve to cripple e-mail systems.  AFI 33-119 provides guidance on e-mail management and use.





Passwords – Why we need them


IAW Air Force Manual (AFMAN) 33-223, Identification and Authentication, we must use passwords on all computer systems. I know it i’s a major headache for most of us, but unfortunately, this is the only way to prevent intrusions into Air Force computer systems.


All systems must have a password to logon to the computer. You also have passwords for screen savers, email accounts, AFRISS, and other accounts you may uses.  When feasible, Yyou should not use the same password for everything. Although this may seem easier, this is what the “intruder” is counting on. By using the same passwords, the “intruder” can gain access to not only our systems, but also our e-mail and AFRISS serversaccounts.  Security is everyone’s responsibility. Don’t be the weakest link


						Answer:  b





Reminder of the QtrQuarterly Reminder:  Back UP your Files at least monthly.  Weekly is preferred.  Your SA normally cannot salvage your files should your Hard Drive Fail.  You should back up any file (Not programs) you cannot go without and only you have (You can always get DRAR’s from OPS etc…).Ensure that you have the most current Anti-Virus Signature file on your system. You should check for an updated file at least every other week. Also, it is your responsibility to ensure that your computer system being scanned daily for any virus activity. If a virus is found, notify your flight chief and Systems Administrator immediately.





Passwords – Why we need them


IAW Air Force Manual (AFMAN) 33-223, Identification and Authentication, we must use passwords on all computer systems. It is a major headache for most of us, but unfortunately, this is the only way to prevent intrusions into Air Force computer systems.


All systems must have a password to logon to the computer. You also have passwords for screen savers, email accounts, AFRISS, and others. You should not use the same password for everything. Although this may seem easier, this is what the “intruder” is counting on. By using the same passwords, the “intruder” can gain access to not only our systems, but also our e-mail and AFRISS accounts. 


						Answer:  b





Did You Know


313RCS Instruction 33-101 states in para 3.8 that “Computer Systems willshould be shut down (powered off) at the end of each business day. This includes printers, speakers, and monitors. Computer systems willshould also be shut down upon a system failure, crash, etc”. 





The reason for the shut down of computer systems at the end of a business day is simple. Most of our offices are not protected with back-up power sources or surge protectors and we have cleaning crews that could play on your system if left up and running. When we are not in our offices, we cannot safeguard against storms, power spikes, etc. Although powering down computers systems at the end of each day cannot guarantee that our systems will not be damaged, it does help prevent lost of critical information. Also, since all computer systems in the 3193 RCS have a Power-on (BIOS) password loaded, it also helps prevent unauthorized access to our computer systems.





Screen savers


IAW AFI 33-202 para 3.5.1.3,  all personal computers (PCs) and workstations must protect against casual viewing of information by using PASSWORD-PROTECTED screen savers when workstations are left unattended. The screen saver should be set to kick in after 310 minutes (in the 319th) of in-activity.NO Did You KnowTest YourPFE Study Guides Knowledgeon Government Systems


Since it's test time I'd like to remind everybody that loading PFE/SKT software on their government computers is against Air Force regulations and is considered Group study (Even if you are the only one with access to the system) and even if you buy the software at a military site, ie: MacMillan study guide.


 


There is no gray area, AFI 36-2605, para 5.13.2 states;  "..Placing commercial study guide software on government computers is prohibited...."


 


What is the correct composition of a password?


6 characters, lower case, one number


8 characters, alpha-numeric, one special character


6 characters, alpha-numeric, dictionary word


8 characters, mixed case, dictionary wordChain letter transmission is not authorized on government computers.  Chain letters are relatively easy to spot.  Usually they include statements, such as “this is not a joke,” “please pass to xxxx people,”  “share with xxxx friends to win *****,” and other similar phrases.  Though some may be motivational, inspirational, or humorous, they only serve to cripple e-mail systems.  AFI 33-119 provides guidance on e-mail management and use.





POP-UPS, The Bain of the Internet





The Popup Window. Popups are by far probably the most annoying problem on the web. I avoid sites that use them, and I never click on anything inside a pop window. Many popups come through websites that are hosted with cheap web-hosting companies that use popup advertising to offset their low prices. Here is the rule with popup windows : 


Never click on anything inside the window. Never means never.  It could open another popup, or 100 popups, or it could change your home page. Always click on the X in the corner. 


The Advanced Popup Window. Same rules apply, but now the website designer has made it even more annoying by hiding all the controls. You do not even have a close button in the corner. To close one of these, you must either press Control-W or Alt-F4. Alt-F4 is good to remember anyway, since it always closes the current program that is open. Go ahead and try the example. 


The Unexpected File Download. I argue that it is generally safe to download programs from companies if you get it from the company website directly. Free programs and cute programs, especially cute programs, are not recommended. Here is the rule :


If you click on a link for a file or program, and it asks if you want to Open, Save, Install, or Run, then you should close the box in the corner unless you know what you are doing.  When in Doubt Close


Air Force Speacial Interest ItemLaptop Computer Physical Security





SAN ANTONIO (AFPN) -- To emphasize the importance of information assurance through out the Air Force, the service is embarking on a year-long information assurance awareness campaign that begins this month.��Prior to 2001, the Air Force set aside one month each year to focus on IA awareness issues and activities.  However, the rapid proliferation of network and information system utilization and the increasing threats to these systems have made it imperative that the service promotes an aggressive awareness campaign on a continual, year-round basis.��The theme of this year's campaign is "Global Vigilance, Reach and Power: Information Assurance in the 21st century."  The campaign will highlight the responsibilities of the Air Force team to implement sound information�assurance practices.��Throughout the year, a series of articles provided by the major commands and various agencies will be published to help promote information assurance awareness.  Each month will have a different theme.��As focal point for the campaign, the Air Force Communications Agency, Scott Air Force Base, Ill., is hosting the month of January and the theme is "Networthiness: Roles and Responsibilities."  The deputy chiefs of staff for Air and Space Operations and Communications and Information will use February to promote "Web Security."  Air Mobility Command hosts March with the theme "Digital Devices."��"Security is everyone's responsibility," said Lt. Gen. John L. Woodward Jr., Air Force deputy chief of staff for Communications and Information.  "We must continually remind everyone to guard, protect, defend and observe�networks and information content.  Networks are definitely maturing, and because they are part of the fight, must also be considered weapon systems.��"I encourage everyone to participate in, and contribute to, the 2001 Information Assurance Awareness campaign activities, so that we may continue to provide world-class communications and information support to the�warfighters worldwide.With advancing technology and AFRS initiatives to maximize use, laptops are an integral part of our recruiting efforts. Laptops are, however, a highly pilferable item and demand specialized attention to prevent lost or damage. Education, awareness, training, and accountability are the keys to our success. We expect everyone to fulfill your responsibilities as outlined below.


OFFICE: Secure your laptop in an accessible location when not it use. If you must leave the office unattended, secure your laptop and lock all doors and windows prior to departure. Lock the laptop in a locking cabinet or safe. Do not rely on others sharing your office; you are accountable and must protect your resources.


VEHICLE:  Keep your laptop out of site when transport-ing it in a vehicle. Place the system in the trunk or behind the drivers seat during transport. This lowers the possibili-ty of theft or robbery while reducing physical damage from excessive movement. Be aware that thieves watch for people placing items in their trunks and scan what’s left as people remove luggage, and can very easily break in and take them.


AIRPORT:  Do not leave equipment unattended or out of sight. Avoid checking a laptop as baggage, for the airline will not bear the responsibility for damage inside of luggage. Place the laptop in the x-ray machine when you have a clear path to pass through. (One strategy of thieves is for one to activate the alarm in front of you while another quickly grabs your laptop as it exits the x-ray machine; they may also try to pull it out of the x-ray machine from behind you). Awareness is paramount to safe transport through an airport.


HOTEL:  As in other situations, you should secure your laptop in an inaccessible location when not in use, such as a room safe or front desk safe. If these options are not available, take reasonable measures to secure that laptop; if necessary, keep it in your possession.


OTHER:  Accidents caused by users can prevent as much of a loss as theft. Carry the laptop firmly at all times. In case you run into someone or something, you may very easily drop it. Spills are also a major concern—never place a drink or other potentially dangerous material or liquid near a laptop. While you may find yourselves in many unique forums or situations, you must remember that your laptop is solely your responsibility. Always keep it in site and secured."�





“Did You KnowPhishing” Will you get hooked? 


By Steve Fox, NWC Magazine





313RCS Instruction 33-101 states in para 3.8 that “Computer Systems willshould be shut down (powered off) at the end of each business day. This includes printers, speakers, and monitors. Computer systems willshould also be shut down upon a system failure, crash, etcThis hot new scam works like this: You get an e-mail from Citibank (any financial institute) asking you to change your password for security reasons.  The message directs you to a “secure Web site” which bears a URL like “Citibank-security.net” and a Citibank logo, and you dutifully follow the steps”.   Two weeks later, you discover that someone has set up a fraudulent bill-pay system and emptied your account.  You’ve just fallen for a phishing scheme, hook line, and sinker.  





The current variation targets customers of credit cards and banks. The scammers don’t have any client lists; they simply spew spoofed e-mail and eventually stumble on unsuspecting customers.  Bottom Line: Check those URLs carefully, and pick up a phone if you’re suspicious. As for passwords and account info: When in doubt, don’t give it out.





The reason for the shut down of computer systems at the end of a business day is simple. Most of our offices are not protected with back-up power sources or surge protectors and we have cleaning crews that could play on your system if left up and running. When we are not in our offices, we cannot safeguard against storms, power spikes, etc. Although powering down computers systems at the end of each day cannot guarantee that our systems will not be damaged, it does help prevent lost of critical information. Also, since all computer systems in the 3193 RCS have a Power-on (BIOS) password loaded, it also helps prevent unauthorized access to our computer systems.





Reminder of the Qtr:  Back-up your files at least monthly.  Weekly is preferred.  You should back up any file (not programs) you cannot go without and only you have.  (yYou can always get DRAR’s from OPS, flight files from your flight chief, etc…,  but you won’t be able to easily get back that school data spreadsheet  you’ve just spent three weeks working on, etc…).
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               Security is Everyone’s Responsibility!

 

