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This instruction provides policy and guidance for managing and operating Automated Information Systems (AIS) and software as outlined in AFI 33-202, AFRS Instruction 33-201, 372 RCG Instruction 33-202, and Command Special Emphasis Item, Laptop Computer Physical Security.  It applies to all personnel assigned to the 367th Recruiting Squadron and to all persons who are authorized use of AISs within the 367th Recruiting Squadron.

SUMMARY OF REVISIONS

This instruction has been totally rewritten to encompass current standards and guidance.
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1.  Overview.  AISs have become a major part of the Air Force work environment; this publication has been written to outline responsibilities for these systems. This publication combines information from several COMPUSEC Instructions and consolidates it into a single document.

2.  Physical Security:


2.1.  Laptop Security

2.1.1.  Information technology (IT) continues to be an integral part of Air Force Recruiting Service's day-to-day operations.  The Air Force Recruiting Information Support System, Military Personnel Data System, and electronic mail are key enablers that allow recruiters to perform their duties better, faster, and with more accuracy.  The majority of the command uses laptops as the primary platform for IT processes.  Laptops' small size and powerful capabilities make them highly susceptible to theft.  They can also be easily damaged unless properly stored and transported.  Finally, many laptops contain Privacy Act data that must be protected from unauthorized access. 

  
2.1.2.  LAPTOP TRAVEL SECURITY:  When transporting a laptop in a vehicle, it must be placed in the vehicle's trunk.  If the vehicle doesn't have a trunk, e.g., a minivan or sports utility vehicle, then the laptop must be within the user's line-of-sight control at all times when transporting.  If you leave the vehicle unattended for any reason, you must keep the laptop stowed in the trunk.  If the vehicle has no trunk, then you must carry the laptop with you and maintain line-of-sight control.  Never leave the laptop in any vehicle overnight for any reason.  If traveling with a laptop in airports, you must maintain line-of-sight control of it.  Never check the laptop as baggage.    
  
2.1.3.  LAPTOP OFFICE SECURITY:  If you leave the office for any reason, e.g., lunch, school visits, end of duty day, you must either secure the laptop in a locked cabinet or drawer or take the laptop with you and maintain line-of-sight control.  Absence/damage of a locking drawer or cabinet is not an acceptable reason for noncompliance with these security measures; contact squadron logistics personnel to install/repair locking cabinets or drawers.    
  
2.1.4.  Stewardship of taxpayer dollars is every Air Force member's responsibility.  The equipment entrusted to military personnel is for official use only must be protected from theft and damage.  Laptops must either be secured or in line-of-sight control at all times.  Noncompliance with the above procedures may result in financial liability assessment through a Report of Survey and/or administrative/disciplinary action under the Uniform Code of Military Justice. 

2.2.  Other AISs and Equipment:

2.2.1.  Each user is responsible for safeguarding all Automated Data Processing Equipment (ADPE) under his or her control.  This includes theft, vandalism, or any use other than for official government use.

2.2.2.  Do not place AIS in a position where they’re visible from the exterior of the office and when possible restrict visibility from initial entry into the office.

2.2.3  Ensure the office is locked (windows and doors) each time you leave and at the end of the duty day.

2.2.4.  Identify any high-risk or potential theft items to Systems Administrator (SA) or Workgroup Manager (WM).

2.2.5.  Ensure all ADPE equipment is properly labeled with the label corresponding to the serial number of the product.

2.2.6.  Make sure proper markings are on output products and storage media as required by current AFSSI’s and AFI’s. Use AFRS supplied warnings and banners. Verify that sensitivity markings on products are correct.  SF711 labels, Privacy Act labels, AF 992 ADPE labels and engraving are the most commonly used marking tools.



2.2.7.  Do not eat or drink near computer systems or peripherals.



2.2.8.  Do not place any unauthorized stickers or tape things to equipment.  

2.2.9.  Ensure all equipment is maintained in good, clean, operating condition. Report any discrepancies to the ADPE Custodian, especially inoperable or degraded power supply fans.

2.2.10.  All systems must be plugged into surge protectors or a surge-protecting device.  Do not plug high amperage draw items like pencil sharpeners, or coffee pots into surge suppressors, which are in use by computer systems.

2.2.11.  The squadron ADPE custodian must be notified when any piece of equipment is moved or relocated.

2.2.12.  When unattended, or at the end of the duty day, terminals will be logged off, magnetic media secured, and all printers and monitors turned off. Shared workstations (not including laptop systems) may remain on for access to files by authorized users working after duty hours as long as proper safeguards have been implemented against unauthorized access.

3.  Viruses:

3.1.  All systems are set to automatically update virus definitions, and scan the hard drives daily.  Do not stop the update or scan when it runs.  Do not disable or modify the settings that enable these features.

3.2.  Users must scan all disks, downloaded files, and email attachments before running.  Also users must scan diskettes prior to placing information on them. 


3.3.  Do not open email from people that you do not know. 

3.4.  No media shall be introduced into AIS equipment from any learning institution (i.e., school disks).


3.5.  Virus notification and eradication.



3.5.1.  Do not shut the affected system off.


3.5.2.  Disconnect the computer from the network by unplugging the network cable from     

      the rear of the machine.



3.5.3.  Do not back up the affected media after the virus has been identified.

3.5.4.  Contact the SA or WM immediately.  If no one is available, contact the AFRS help desk at DNS 487-2335 or commercial (210) 652-2335.

4.  Access:

4.1.  No individual may be allowed to use a computer assigned to the 367 RCS unless they meet the following criteria.

4.1.1.  They have completed INFOCON and Network user Licensing computer based training (https://www.smartforce.com/learning_community/Custom/USAF).

4.1.2.  A DISA Form 41 has been completed, and a current security clearance or national agency check has been validated.

4.1.3.  Their name is listed on the unit’s computer access letter, or has a signed letter from the SA, which identifies the individual and shows the inclusive dates of authorization (commonly used for Air Force personnel TDY to our squadron).

5.  Passwords and Screen Savers:

5.1.  Passwords are required on all systems and must be changed every 90 days. Use passwords with at least eight alphanumeric characters (upper and lower case) with at least one special character (@&+, etc). No complete words, English or foreign, are allowed within the context of the password.

5.2.  Screen saver passwords are required on all systems. Screen saver settings will be set to activate password protection within 5 minutes of inactivity. 

5.3. Users may temporarily disable the password protected screen saver to accomplish the mission during official functions such as AF presentations.  Screen saver password must be enabled as soon as the presentation is complete.

5.4.  Memorize the password.  Do not place password on desk, under keyboards, on walls, or on sides of terminals or physically write on the computer. Do not store passwords in a function key, login script, communications software, or Internet software.

5.5.  An individual is required to log out of the system if leaving the terminal for any length of time otherwise it’s unsecured.

6.  Official Usage:

6.1.  The hardware and software used on these systems is obtained for exclusive use on the government AIS.


6.2.  Only hardware/software provided by the SA can be loaded on an AIS.

6.3. No Freeware, public domain software, shareware, or privately owned software may be used on government AISs without approval from the Designated Approval Authority (DAA).

6.4.  Windows operating system games are removed from all computers prior to being placed in service, and no games shall be loaded on any AISs.

7.  Personal Usage:

7.1. Supervisors may grant approval for subordinates to use government computers for personal information/correspondence as long as it doesn’t interfere with the performance of government business and conforms to all items outlined in this publication.


7.2. Supervisors may allow the following type of personal information or correspondence:



7.2.1.  Projects considered beneficial to the Air Force.

7.2.2. Professional Military Education studies and other military education course.  This does not include software and material used to study the Promotion Fitness Exam (PFE) for Weighted Airman Promotion System (WAPS).



7.2.3.  Off duty education. (See exceptions listed below).

7.3.  Individuals may not use government computers for the following types of personal use (supervisors do not have authorization authority).

7.3.1.  Although the AIS may be used for educational purposes, school diskettes may not be introduced into the AIS. School diskettes are another main source by which viruses are introduced into systems.

7.3.2.  Government AISs are not allowed for use in producing, printing or storing personal resumes (non‑military use).

7.3.3.  Any type of gambling pool, betting, sports lottery, online lottery, online trading, or any other file whose purpose is to make or manage money from an illegal operation or an illegal manner is prohibited.

7.3.4.  Any purpose which would result in financial benefit to the individual or in support of off‑duty employment or self-​employment is prohibited.



7.3.5.  Study software or material used for WAPS testing.



7.3.6.  Games of any sort loaded or ran from removable disk drives.

8.  Personal Computers

8.1. By order of the 372d Recruiting Group Commander, under no circumstances will personally owned computers be allowed to be used for government business.

8.2.  Personally owned accessories may be used when approved by squadron commander and the items are properly labeled and documented by the squadron SA.

9.  E-Mail

9.1.  E-mail is used to supplement or replace traditional mail, facsimile, telephone, and other messaging systems. Refer to AFI 33-119, and AFI 33-129 for prohibited activities while 
using 

government E-Mail resources.

9.2.  Air Force employees will use Federal Government communications systems with the understanding that such use serves as consent to monitoring of any type of use, including incidental and personal uses, whether authorized or unauthorized.

9.3.  E-mail is official communication. E-mail may be used to transmit both formal and informal correspondence. E-mail account users bear sole responsibility for material they access and send.

9.4.  E-mail should not be sent to groups or mailing lists unless necessary for dissemination.  Forwarding unnecessary email to large groups that do not need the information wastes resources on government servers and is considered fraud, waste, and abuse.

9.5.  The basic standards for using e-mail are common sense, common decency, and civility applied to the electronic communications environment. This includes following traditional military protocols and courtesies.

10.  Internet

10.1.  Using the Internet for other than authorized purposes may result in adverse administrative or disciplinary action. Activities listed in AFI 33-129 paragraphs 6.1.1 through 6.1.12 are prohibited. This does not prohibit commanders from authorizing personnel to use government resources to further their professional and military knowledge if they determine it is in the best interest of the government and authorization is documented by letter, local operating instruction, or explicit policy.

11.  AIS Media


11.1.  Government provided diskettes and media are to be used for government use only.

11.2.  All removable media (floppy disks, zip disks, CD-ROMs) must be labeled. Labels should indicate the classification of data stored on the disk; the name, unit/office symbol, and telephone number of the owner; and a brief description of the contents of the disk. Use either Standard Form 711 or labels provided by the manufacturer.


11.3.  Diskettes must be marked with a Privacy Act label (AFVA 2O5‑15), if applicable.

11.4  Any diskette or re-writable media that is taken out of the office must be virus scanned prior to placing it back in any AIS equipment.

12.  Software

12.1.  All software must be approved by the SA before it can be loaded on a piece of AIS equipment.

12.2.  Shareware, freeware, and public domain software programs will not be introduced into any system unless provided through the SA with DAA and Recruiting Service approval.

13.  Report of Survey

13.1. A report of survey will be conducted when an ADPE item is lost, stolen, or misused.




                                                     THOMAS Y. HEADEN, Lt Col, USAF

                                                                          Commander



































































































































